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The Group has a defined step by step approach with respect to risk management. The above diagram illustrates the 
high-level process, whereby risks can be managed through the 4 T’s, at each step.
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 Take action to control the 
risk either by reducing the 

likelihood of the risk 
developing or limiting 
the impact it will have 

on the project.

Tolerate
Nothing can be done 
at a reasonable cost 

to mitigate the risk or the 
likelihood and impact 

are at reasonable level.

Terminate
Do things 

differently and 
remove the risk.

Transfer
Some of the financial risks 

may be transferable via 
insurance or contractual 

arrangements or accepted 
by third parties.

Types of Risks - Inherent v/s Residual
The inherent risk is the one that exists before a company addresses it, that is the risk to the Group in the absence 
of any action taken to alter either its likelihood or its impact. Every company faces it, not all manage it effectively. 
These risks are reflected mainly on how it does business, its complexity, growth, changes, the staffing, technology and 
the organisational structure.

The residual risk is also known as “vulnerability” or “exposure”. It is the risk that remains after the company has 
attempted to mitigate the inherent risk.

Adopting the approach of Enterprise Risk Management within the Group, where management provides assurance and 
internal audit provides reassurance, management is responsible for:

 • Assessing the inherent risk (i.e., before mitigation and controls);

 • Assessing the effectiveness of existing risk mitigation and controls;

 • Determining the residual risk (i.e., the risk that remains after mitigation and controls are implemented);

 •  Determining whether such exposure is within the company’s risk appetite for that type of risk, and if not, taking 
additional steps to further mitigate the risk;

 •  Providing reasonable assurance to the board that the controls are both effective and efficient in managing the 
exposure, so that it remains within the board- approved appetite for that type of risk.

Risk Control Framework 
The diagram below illustrates how the Group’s risk control framework minimizes the number of inherent risks to 
residual ones. The duty of the risk management is to review continuously the internal controls of the inherent risks and 
to monitor closely the residuals risks while taking actions when appropriate.
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OutcomeInherent 
Risk

Non-Compliance to laws and 
regulations. Example: delay in 

data retrieval or implementation 
of changes in processes/IT 

system to be compliant 

Nat-Cat Risk: World-wide 
climate change with a higher risk 

that our region is severely 
impacted

Onboarding high risk motor
insurance clients (e.g. high
claims history, risky vehicle

make and model)

(Virus, Hackers)
Cyber Threats

Covid-19
Pandemic

Setting up of cross-functional
steering committees with 
stringent schedules and 
deliverables according 

to mile stones

180-degree assessment of 
coverage, RAS, RTL to evaluate 
worst case scenario and ensure 

adequate coverage 

Underwriting 
guidelines

Cyber Security 
Framework

Business Continuity
Management Plan

Pandemic Responce Plan
Sanitary protocols & measures
Remote working vaccination

Prevention of reputational risk
and RAS breach

Contained financial losses 
under Nat-Cat

Strong client base

Prevention from loss
of data, protection

(downtime)

Business Continuity

Minimised risk of delay and 
visibility on potential delays 

so that corrective actions 
still possible 

Bad loss ratios

Despite the improved loss
ratio, deal with the current

claims' frequency and severity

Contained Cyber Risk

Phased resumption 
of operations; 

Reduced risk of employees 
contracting Covid-19

Controls

Residual Risk


